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Organizations actively preparing for GDPR* 

US: 

5%

UK: 

40%

EU: 

28%

*As of June 2017, Spiceworks IT Data Snapshot
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Europe’s General Data Protection Regulation (GDPR) is the first regulation that harmonizes 
EU data privacy laws and addresses the personal data protection of consumers within 
its borders. Regardless of a person’s citizenship or residency, GDPR’s aim is to give them 
full control over their personal data that is collected, used, and stored by organizations 
in the EU.

GDPR will have a significant impact on any organization 
that collects or processes data in the EU, from IT and legal 
departments to web and marketing teams. Non-European 
organizations are at risk, too—any institution in the world that 
offers goods and services or tracks online behavior within the 
EU will need to comply beginning May 25, 2018. 

“If you want to do business in Europe, you need to understand 
GDPR. At the end of the day, if you can’t demonstrate GDPR 
compliance, EU companies will probably say no to you. It’s 
also the responsibility of the EU companies to demonstrate 
compliance,” says Rasmus Theede, managing director at 
DigitalNations. 

While GDPR affects nearly every aspect of an organization, 
you can’t forget a major gateway to personal data: websites. 

According to Theede, organizations tend to underestimate the 
amount of personal data they handle, especially across their 
digital assets. 

“Many companies handling data don’t realize that a lot of this 
personal data is directly accessible via their website, and their 
website can be a backdoor into data. That could be critical,” 
Theede says. 

To achieve GDPR compliance on your website, don’t go digging 
into the 99 articles of GDPR. Start by understanding how it 
impacts your website operations, and what your web, IT, and 
marketing departments can do to work together to achieve 
compliance. 

If you want to do business in Europe, you need to 
understand GDPR. At the end of the day, if you can’t 
demonstrate GDPR compliance, EU companies will 

probably say no to you.

Rasmus Theede, Managing Director at DigitalNations 
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What GDPR Means for 
Your Organization’s 
Website 
Becoming GDPR-compliant by May 25, 2018 can seem like 
a daunting task for both companies and public authorities. 
However, a smooth process is possible with cross-

departmental effort, support from management, and typically, 
board involvement. 

As part of the process, it’s important that you and your 
organization are aware of your digital presence and the 
content that lives there. All organizations that fall under the 
regulation will need an overview of all personal data that 
resides on their websites. Put simply, personal data refers to 
anything that could reveal any facet of a person’s identity. It 
could span any number of things, including: 

 | Names 
 | Email addresses 
 | Photos 
 | Physical addresses 
 | IP addresses 
 | Phone numbers 

As May 2018 approaches, communicate efficiently and clearly 
within your organization and enlist the assistance of the 
proper tools. With the right tools and sufficient knowledge, 
your organization can work toward building the correct privacy 
mindset, making sure that all competencies are in place to 
address the importance of data protection.

What can you do to reduce your risk of being non-compliant?

1. Demonstrate that your organization is making an active effort to become compliant. 
Keep records of your organization’s efforts, and remember that your third-party vendors can 
help validate this to the Data Protection Authority. 

2. Be aware of your digital presence. Many organizations have multiple website domains that 
could contain personal data. To best prepare for GDPR, your organization should be aware of 
all the places personal data exists.  

3. Locate a tool that scans all data on your websites. Personal information lives within HTML 
content and meta data. It’s impossible to search all the data on your website by hand, so tools 
that automatically scan this type of data can aide you in the GDPR compliance process.
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How Your Organization Can Work Together 
Toward GDPR Compliance 

4 Tips for Your Web Team 
When it comes to your website, chances are there is a lot more 
personal data floating around than you realize—think forgotten 
web pages, image meta data, PDFs, etc. 

What can web teams do to protect the data of their users? (Not to 
mention their own organization from potential fines.) 

1. Understand Your Role and 
That of Your Vendors 

It’s important to know the differences between being a data 
processor and a data controller—and where you and your third-
party vendors fall. 

 | Data Controller – Party that determines what data is 
collected and how it’s used. Often times, this is your 
organization. As a website manager, you may decide 
what goes on a landing page form, for instance, but it’s 
important to remember that those choices ultimately lead 
back to your organization. 

 | Data Processor – Person or team that is not an employee 
of the data controller, but who processes the data on 
behalf of the data controller. Think third-party vendors that 
help you organize the personal data you store in the form 
of email lists, medical records, and so on. 

For example, if you’re a bank that collects the personal data 
of online customers, that makes you the controller. But if you 
insert that client data into a third-party software, the software 
company will process this data on your behalf, making them the 
data processor. Both of you will need to become—and continue to 
stay—GDPR-compliant. 

Check in with all your third-party processors to find out if they 
are already, or have plans to become GDPR-compliant. If not, 
consider replacing them with someone who is. 

2. Perform a Data Audit 

Under GDPR, it’s mandatory for organizations to keep data-
processing registries of all personal data that they, along with 
their third parties, handle—including the lifecycle of that data. 

Don’t be overwhelmed. If your team collects things like IP 
addresses or cookies, performing an audit of all the personal data 

Organizations that fail to comply with GDPR could face fines of up to 

4%
whichever is greater.

20 
of their annual turnover, million EUR (23 million USD)—

or 
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you collect from EU customers is an excellent place to start. (This 
includes names, email addresses, phone numbers, IP addresses, 
etc.) Then, you can decide which data to keep and which to toss. 
Becoming fully aware of the scope of your data will also make 
it easier if someone reaches out and asks you to delete their 
personal information. 

Keep in mind that GDPR is putting a large emphasis on the 
processing of children’s data, so consider taking special note of 
that information throughout the audit. 

3. Revamp Your Privacy Policy and 
Preference Center 

If you were working with websites during the “EU Cookie 
Directive” a few years ago, you remember the scramble to 
openly inform visitors that you were collecting cookies and what 
you planned to do with them—GDPR is simply taking it one 
step further. 

Be upfront with visitors by requesting their consent in a way that 
is clear, concise, and free of vague wording or confusing jargon. 

However, explaining the data processing that comes after may not 
be as simple. Work with your legal department on your privacy 
policy to dive deeper into the uses of personal data, following 
these guidelines set out by GDPR. 

Then consider compiling the following into one central hub: 

 | Your new privacy policy 
 | Your users’ preference center (or a direct link to it), so they 

can easily opt in or out of certain communication 
 | Contact information at your organization so users can 

request changes or deletions of their personal data (This a 
clear requirement of GDPR.) 

4. Find an Automated Solution 

Finally, consider using a tool that automatically detects personal 
data and all your website domains. Chances are, the bigger your 
organization, the looser your grip on the data you possess—and 
even how many domains you really have. Using an automated 
solution could save you weeks, or even months, of combing 
through your digital assets.

Organizations that plan to conduct a data audit in 
preparation for GDPR* 

US: 

47%

UK: 

65%

EU: 

41%

*As of June 2017, Spiceworks IT Data Snapshot

http://ec.europa.eu/ipg/basics/legal/cookies/index_en.htm
http://ec.europa.eu/ipg/basics/legal/cookies/index_en.htm
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/privacy-notices-under-the-eu-general-data-protection-regulation/
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3 Tips for Your IT 
Department 
GDPR thoroughly explains what levels of privacy you need to 
meet when implementing new data processing procedures. 

However, it does not provide clear guidance for IT departments 
on how to make technology processes more secure. Let’s 
explore what an organization’s IT team can do to help ease the 
GDPR compliance process.  

1. Enforce Personal Device Protection 

Laptops, smartphones, and tablets are extremely vulnerable 
when it comes to the loss or theft of personal data. At any given 
time, a device can house thousands of documents containing 
personal data that could fall into the wrong hands. Alarmingly, 
users often neglect the use of authentication passwords, fail 
to use encrypted data transmission channels, use software 
unapproved by IT departments, or lack anti-virus software. 
Failing to do these things makes personal devices even more 
vulnerable than they inherently are.  

IT departments should ensure that employees’ personal devices 
are guarded with encrypted measures and equipped with anti-
virus software to scan the device regularly. 

2. Map Out Your Organization’s 
Device and Data Flow 

Arguably one of the most important steps toward compliance, 
mapping out your organization’s data will allow you to 

identify which areas of your business are at risk for being 
non-compliant. Then, you can make recommendations to 
organizational management on the next steps. 

If you have a Data Protection Officer (DPO) or a person 
responsible for handling your organization’s data, make sure to 
communicate and coordinate closely with this role as it may be 
the difference between smooth sailing and big fines. 

What is a DPO?

A Data Protection Officer oversees the 
strategy and implementation of data 
privacy initiatives in your organization 
that align with GDPR. Whether you 
promote someone internally or hire 
someone new, a DPO is required for all 
public authorities and any organization 
that processes large amounts of data.  
Learn more about what a DPO does. 

3. Implement Appropriate Technical 
and Organizational Measures 

With the arrival of GDPR comes new obligations for all 
affected organizations, such as data subject consent, data 
anonymization, breach notification, and transborder data 
transfers. All will require organizations to undergo major 
operational reform, in which IT will play an integral role. 
Because IT is responsible for monitoring and maintaining the 
security of an organization’s domains and IP addresses, it 
makes sense that GDPR, a privacy and security regulation for EU 
consumers, would be so closely tied with these departments. 

One of the first steps for IT would be to complete a 
comprehensive audit of all technical and operational measures 
in the organization. From there, IT can determine if everything 
is operating as it should, as well as identify the risks posed 
and potential next steps. For even tighter security, ensure that 
your anti-malware and anti-virus software are updated. Doing 
so won’t necessarily ensure tighter security, but makes for a 
good start. 

https://edps.europa.eu/data-protection/data-protection/reference-library/data-protection-officer-dpo_en
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4 Tips for Your Marketing 
Department 
GDPR tightens the rules and raises the bar when it comes to 
data handling, including in your marketing department. From 
communication consent to the “right to be forgotten,” marketing 
plays a large role in reaching GDPR compliance. 

1. Know What You Own 

Just like your organization’s web teams and IT departments, start 
by knowing what you and your team are responsible for.  

What software are you using? Where does your database of 
contacts live? What other third-party tools or applications do you 
use that contain prospect, customer, or employee data?  

Ask your team those questions, and create an overview of the 
following: 

 | All software, tools, and applications and the purpose of 
each 

 | Which employees have access to personal data in any 
format (physical documents or online data) 

Determine which team members require access to these tools and 
data on a “need-to-know” basis considering their job function. If 
anyone falls into the “nice-to-know” category, consider limiting 
their access to reduce the risk of exposing data. 

2. Map Out All Processes 

Your team likely handles personal data daily, especially those 
who work on your website. Be it employee data, customer and 
prospect information, or data residing with third-party vendors, 
get a handle on every relevant process you perform in marketing. 
Then, detail how the data is handled internally and externally 
across these categories: 

 | Transit – How is data transferred within your company and 
to external parties? 

 | Storage – How and where is data stored and safeguarded? 
The geographical “where” is important in GDPR because 
not all countries are considered adequate enough to 
handle personal data. 

 | Retention – How long is data kept and why? If the data 
does not fulfill a certain purpose, it should be deleted. 

 | Deletion – How is data deleted? (Physical and online data) 

According to GDPR, your organization must be able to respect 
a data subject’s rights by modifying their personal data for 
accuracy, deleting it altogether (known as “the right to be 
forgotten”), or transferring it to another entity by direct request. 
By mapping out your processes and knowing where all data lives, 
you can help prepare your organization for GDPR compliance and 
be quick to respond to such requests. 

GDPR impacts companies based in and outside 
the EU. If your organization collects or processes 

personal data within the EU, you are obliged 
to protect that data in line with GDPR.

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr
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3. Opt-in Communication 

Luckily, GDPR recognizes the benefits and necessity of marketing. 
However, the data protection legislation raises the standard for 
communication consent. Your prospects and customers can 
no longer opt out of receiving content from you—they must 
voluntarily opt in to all communications, similar to Canada’s 
existing Anti-Spam Law.

Under GDPR, consent should be freely given, specific, informed, 
and unambiguous. In other words, people’s consent must be 
explicit—whether you ask for consent as soon as they arrive 
on your website, or find another way to ask for consent, it has 
to be done. 

Somewhere on your website, you must also outline exactly how 
you intend to contact them and handle their data. To comply with 
GDPR, you must be able to provide proof that your contacts gave 
their consent. 

4. Create a Response Plan for Data 
Breaches 

According to the Breach Level Index, 10.5 million data records 
were compromised in the first half of 2017 alone—and 74% 
involved identify theft of customer and employee data. 

If personal data you handle is exposed, lost, or altered incorrectly, 
GDPR requires organizations to notify the authorities within 72 
hours. IT departments may resolve the technical side of data 
breaches, but it’s important for marketing to know how to handle 
it for two reasons:  

1. You make IT’s job a lot easier by mapping out your own 
data processes 

2. You have a public image to protect 

Together with your IT and legal departments, draft a response 
plan for how you will notify the authorities and the people whose 
data was breached. Don’t wait for a customer, prospect, or 
employee to be inevitably upset—be proactive and open about 
what happened, and begin rebuilding their trust from the very 
beginning.

10.5 
data records were compromised 

in the first half of 2017 

million 
and 74%

 

involved customer and 
employee data.* 

*Data Breach Index 

https://www2.deloitte.com/ca/en/pages/risk/articles/canada-anti-spam-law-casl-faq.html
https://www2.deloitte.com/ca/en/pages/risk/articles/canada-anti-spam-law-casl-faq.html
https://www.econsultancy.com/blog/69253-gdpr-10-examples-of-best-practice-ux-for-obtaining-marketing-consent
http://breachlevelindex.com/
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The Siteimprove GDPR Solution 
Once your organization sees that you’re all in this together, you’ll 
have built an excellent foundation for your GDPR compliance 
efforts. But there’s no need to do everything manually—especially 
when it involves monitoring the personal data on your website. 

With Siteimprove GDPR, your organization can kickstart the 
compliance process on your website by: 

 | Identifying personal data across all web pages, meta data, 
and documents 

 | See every IP address and domain registered to your 
organization 

 | Implement site-wide policies to stay on top of potential 
infractions 

From there, you can continuously audit data across your digital 
assets, allowing you to monitor and protect the personal data of 
customers, prospects, and internal employees. 

Find out how much personal data is on your website with 
Siteimprove GDPR.

Get A  

Free Demo  
of Siteimprove GDPR 

go.siteimprove.com/gdpr-demo-en

Act With Digital Certainty
Siteimprove transforms the way organizations manage and deliver their 
digital presence. With the Siteimprove Intelligence Platform, you gain 
complete visibility and deep insights into what matters, empowering you 
and your team to outperform the status quo with certainty every day.

siteimprove.com

https://go.siteimprove.com/learn-how-gdpr-affects-your-website
https://go.siteimprove.com/learn-how-gdpr-affects-your-website
https://siteimprove.com
https://go.siteimprove.com/learn-how-gdpr-affects-your-website
https://go.siteimprove.com/learn-how-gdpr-affects-your-website
https://go.siteimprove.com/learn-how-gdpr-affects-your-website
http://go.siteimprove.com/gdpr-demo-en
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